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(54) Metering device with programmable smart card 

(57) A metrology device incorporates a programma- 
ble smart card. The smart card may be a Java program- 
mable smart card and allows the metrology device to 
access Java applications and resources while still 
retaining independent control over its metrological func- 
tions. A smart card interface allows the smart card and 
metrological device to communicate with each other 
using the ISO 7816 protocol. The smart card may be 
external to the metrology device, or it may be fixedly 
installed in the metrology device. Java applications may 
be pre-loaded or downloaded on the smart card. The 
metrological device may select which applications to be 
run on the smart card. The smart card may have an 
enhanced operating system that includes various met- 
rological functions as native functions. Alternatively, the 
metrological functions may be included as part of a Java 
class library which may be accessed by the operating 
system or Java applications. 
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Description 

[0001] The invention relates to metrology devices 
and. in particular, to a metrology device with a program- 
mable smart card. 

[0002] Metrology devices, or meters, can be used to 
measure electricity, water, gas, and other commodities, 
and can be found in metering applications such as park- 
ing meters, payphones, weighing machines, etc. A typi- 
cal metrology device simply measures a duration, 
frequency, or amount of a particular commodity and 
reports what was measured. 

[0003] Referring to Fig. 1 . a prior art meter 10 typi- 
cally has a central control circuit 12 which is connected 
to a metrology unit 14, an I/O unit 16, and a display unit 
18. The control circuit 12 has a meter operating system 
running thereon which controls the operation of the 
meter 10. The metrology unit 14 is connected to one or 
more sensors 20 which detect the commodities to be 
measured, e.g., electricity. The metrology unit 14 meas- 
ures the commodity detected by the sensor 20 and 
makes this information available to the control circuit 12. 
In some meters, the control circuit 12 actually performs 
the function of the metrological unit 14 instead of having 
a separate metrology unit 14 perform the function. The 
I/O unit 16 typically includes a keypad or buttons and 
allows a user to input predefined commands to the 
meter 1 0. For example, a user wanting to see how much 
electricity was consumed last month would simply push 
the appropriate buttons or otherwise enter the appropri- 
ate commands, and the control circuit 12 would retrieve 
the desired information and display it on the display unit 
18. The display unit 18 may be, for example, an LED. 
LCD, or other types of displays. 

[0004] Typically, the accuracy of each meter is 
tested and certified by an appropriate certification 
agency before the device is put into use. The certifica- 
tion is good for the entire life of the meter, which is typi- 
cally around 10 years. Certification requires formal 
"type" testing of any change to a meters composition or 
functionality which may affect the meter's metrological 
function in- order to ensure that there are no adverse 
effects to the meter's accuracy or performance. 
[0005] Prior art applications have attempted to add 
functionality to the applications by adding smart cards. 
For example,. Schlumberger's "GSM" mobile telephone 
products now have a Java programmable smart card in 
the handsets to identify subscribers and provide infor- 
mation about their service providers. However, it is the 
GSM "network" that performs the metrological functions 
and not the GSM handset. A payphone has been devel- 
oped by Schlumberger Payphones that has a Java Vir- 
tual Machine incorporated within the payphone's 
operating system which allows the payphone to inter- 
pret and run Java applications. However, the Java Vir- 
tual Machine is then a part of the payphone's operating 
system as opposed to being a separate and isolated 
function. Other applications include utility prepayment 



meters that have removable smart cards which function 
as transport devices for payment information and allow 
entry of payment and tariff into the meter. Smart cards, 
generally, are used for a variety of applications including 

5 electronic game" cards, bank cards, and identification 
badges. The smart cards are typically encased in a 
tamper-resistant, plastic or metal housing about the size 
of a credit card and contain one or more embedded inte- 
grated circuit devices. The functionality of these smart 

10 cards, however, are usually predefined at the time they 
are manufactured. 

[0006] It would be advantageous to add secure pro- 
grammability to a meter in order to expand the meter's 
functionality without interfering with the meter's metro- 

15 logical functions. 

[0007] The invention relates to adding a program- 
mable smart card to a metrology device to expand the 
device's functionality while still maintaining independent 
operation of the device. 

20 [0008] In general, in one aspect, the invention 
relates to a metrology device comprising a metrology 
unit, a control circuit connected to the metrology unit, 
and a smart card interface connected to the control cir- 
cuit. The control circuit is configured so as to be able to 

25 communicate with a Java programmable smart card 
through the interface. In one embodiment, the smart 
card interface is ISO 7816 compliant. In another embod- 
iment, the smart card interface enables full-duplex com- 
munication between the smart card and the control 

30 circuit. In another embodiment, the control circuit is able 
to initiate communication with the smart card. In yet 
another embodiment, the control circuit is configured to 
send commands to the smart card. In yet another 
embodiment, the control circuit is configured to execute 

35 commands received from the smart card. In yet another 
embodiment, the control circuit is configured to select 
an application to be run on the smart card. 
[0009] In general, in another aspect, the invention 
relates to a metrology system comprising a programma- 

40 ble smart card, and a metrology device connected to the 
smart card and configured to communicate with the 
smart card. The metrology device comprises a metrol- 
ogy unit, a control circuit connected to the metrology 
unit, and a smart card interface connected to the control 

45 circuit. In another embodiment, the system further com- 
prises a metrology device housing, wherein the smart 
card is housed within the housing. In yet another 
embodiment, the system further comprises a meter 
operating system that controls the operation of the 

50 meter, wherein the meter operating system is isolated 
from a smart card operating system. In yet another 
embodiment, the smart card is a Java programmable 
smart card 

[0010] In general, in another aspect, the invention 
,55 relates to a programmable smart card comprising a 
storage unit configured to persistently store a program 
to be run on the smart card, a memory unit configured 
to temporarily store a program to be run on the smart 
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card, and a microcontroller connected to the storage 
unit and memory unit and configured to selectively exe- 
cute a metrology related function as a native function. In 
one embodiment, the smart card is a Java programma- 
ble smart card. In another embodiment, the microcon- 
troller retrieves the metrology related program from a 
library of available programs. 

[0011] In general, in another aspect, the invention 
relates to a method of operating a metrology device with 
a smart card, the method comprising initiating commu- 
nication with the smart card, selecting an application to 
be run on the smart card, and sending commands to the 
smart card and/or receiving comands from the smart 
card. In yet another embodiment, the method further 
comprises allowing the selected application to run on 
the smart card independently of the metrology device. 
[0012] Advantages of the invention include at least 
the following: the addition of self-contained and secure 
programmability and functionality to a meter; independ- 
ent operation of the meter with or without the program- 
mability or functionality; and isolation of the meter's 
operation system. Other advantages will become 
apparent from the following description and from the 
claims. 

Fig. 1 is a block diagram of a prior art metrology 
device. 

Fig. 2 is a block diagram of a metrology device hav- 
ing an external programmable smart card. 
Fig. 3 is a block diagram of a metrology device hav- 
ing an internal programmable smart card. 
Fig. 4 is a block diagram of a programmable smart 
card. 

Fig. 5 is a block diagram of a metrology device 
operating system and a smart card operating sys- 
tem. 

Fig. 6 is a block diagram of a metrology device 
operating system and an enhanced smart card 
operating system. 

[0013] Throughout the description and the figures, 
elements that are the same' will be accorded the same 
reference numbers. 

[0014] Referring to Fig. 2, a metrology device 22 
has a programmable smart card 24 connected thereto. 
The smart card 24 is a Java programmable smart card 
such as the Schlumberger Cyberfiex smart card. In 
other embodiments, the smart card 24 may be pro- 
grammed or may run applications programmed in other 
programming languages. The metrology device 22 has 
a* control circuit 26 which is connected to a metrology 
unit 28, an I/O unit 30, and a display unit 32. The metrol- 
ogy unit 28 has one or more sensors 34 connected 
thereto for detecting a commodity to be measured, e.g., 
electricity, water, gas, etc. The control circuit 26 may be 
a microcontroller, microprocessor, ASIC, PAL, or other 
integrated circuit device. In another embodiment, the 
control circuit 26 has a meter operating system running 



thereon which controls the operation of the metrology 
device 22. 

[001 5] The metrology device 22 further has a smart 
card interface 36 which connects the metrology device 

5 22 to the smart card 24. The interface 36 provides the 
necessary physical and electrical connections between 
the metrology device 22 and the smart card 24 to allow 
the metrology device 22 and smart card 24 to communi- 
cate with each other. In some embodiments, the inter- 

10 face 36 is ISO 781 6 compliant and the metrology device 
"22 and smart card 24 communicate with each other 
using the ISO 7816 protocol. Although the ISO 7816 
protocol provides for half-duplex communication, in 
some embodiments, other protocols may be used to 

?5 provide, for example, full-duplex communication 
between the metrology device 22 and the smart card 
24. 

[0016] A metrology device housing 38 houses the 
metrology device components described above. The 

20 housing 38 may be of any size, shape, or configuration 
to suit a particular metrology application. In one embod- 
iment, the housing 38 does not house the smart card 
24. which is selectively insertable into and removable 
from the metrology device 22. In other embodiments, 

25 referring to Fig. 3, the smart card 24 may be fixedly 
installed or otherwise incorporated within the housing 
38 as shown. A power supply (not shown), such as a 
battery or a mains derived power supply, provides 
power to the metrology device 22. and also to the smart 
' 30 : card 24 when connected to the metrology device 22. 
[0017] In the case where the smart card 24 is 
insertable into the metrology device 22. the metrology 
device 22 is provided with means for recognizing the 
smart card 24 such as an electronic handshake or other 

35 means for acknowledging the smart card 24. In a pre- 
ferred embodiment, such means is compliant with the 
ISO 7816 protocol. 

[0018] ' J tn operation, the. smart card 24 provides a 
secure, tamper-resistant, and isolated environment 

40 within Which to perform a variety of functions for the 
metrology device 22. By way of illustration, the smart 
card 24 could store cryptographic keys and 
encode/decode data and/or information for the metrol- 
ogy device 22, In one example, the smart card 24 could 

45 validate and authenticate newly downloaded Java appli- 
cations for the metrology 22 along with providing access 
to cryptography services for application needing such 
services. In another example, the smart card 24 could 
• allow the metrology 22 to distinguish between, say, 

so electricity consumption during peak versus off-peak 
hours, and a different price/rate could be assigned 
accordingly. One advantage of performing these func- 
tions in the smart card 24 instead of the metrology 
device 22 is the metrology device 22 may be susceptible 

55 to probing or tampering, or its security otherwise com- 
promised, whereas the smart card 24 is secure and 
tamper-resistant. 

[0019] Referring to Fig. 4, the programmable smart 
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card 24 comprises a microcontroller 42 which is con- 
nected to a storage unit 44 and a memory unit 46. The 
microcontroller 42 executes smart card software and 
programs, carries out meter instructions, and generally 
manages the flow of data to and from the smart card 24. 
In some embodiments, the microcontroller 42 may 
include a microprocessor, a programmable array logic 
(PAL), an application-specific integrated circuit (ASIC), 
and/or other integrated circuit devices. The storage unit 
44, which may include a read-only memory (ROM), 
stores the programs and data, that are needed to oper- 
ate the smart card 24. The memory unit 46. which may 
include a random-access-memory (RAM), temporarily 
stores the programs and data used by the microcontrol- 
ler 42 during program execution. New or updated pro- 
grams, applications, or data may be downloaded or 
programmed into the smart card 24 from time to time to 
upgrade the smart card 24. Also, smart cards contain- 
ing new or updated programs, applications, or data may 
be mailed to the desired locations and then inserted into 
a metrology device. The smart card 24 also has a com- 
munications unit 48 connected thereto which allows the 
microcontroller 42 to transfer data to and from external 
devices. 

[0020] In another embodiment, in addition to a 
physical interface, the meter also has a software inter- 
face which isolates the operating system of the meter 
from the operating system of the smart card. Referring 
to Fig. 5, a meter has an operating system 50 and a 
defined interface 52. The meter interface 52 functions 
primarily to 1) manage the smart card, 2) initiate com- 
munications with Java applications, and 3) respond to 
requests for meter services by the Java application. 
Similarly, a smart card includes an operating system 54 
and a smart card software interface 56 that functions 
primarily to: receive managerial or administrative com- 
mands and pass those commands onto the smart card 
operating system 54. receive Java application com- 
mands and pass those commands onto the Java appli- 
cations, and send meter, services requests from the 
Java applications to the meter. 

[0021] In operation, for example, the meter operat- 
ing system 50 may issue a managerial or administrative 
command to the smart card, such as a command to 
load a particular application. The meter interface 52 
converts or otherwise changes the command to comply 
with the ISO 7816 protocol or other suitable protocols, 
and sends the command to the smart card (as shown by 
the solid line arrow). The smart card interface 56. 
receives the managerial' or administrative command 
and passes it to the smart card operating system 54 
which may then acknowledge the command or other- 
wise respond to the command (as shown by the dashed 
line arrow). The meter interface 52 also allows the meter 
operating system 50 to initiate communication with a 
selected application, for example, a Java application on 
the smart card and to instruct the application to perform 
one or more specific tasks. The smart card interface 56 



receives the instruction and passes it to the appropriate 
application which may then acknowledge or otherwise 
respond to the instruction. Once an application is 
selected and activated, the application may call on the 

5 meter to . provide a certain metrological service. The 
application may simply issue a request for that service, 
and the smart card interface 56 then converts the 
request into the appropriate protocol and sends the 
request to the meter. The meter interface 52 receives 

70 the metrological service request and passes it to the 
meter operating system 50. The meter operating sys- 
tem 50 determines whether the metrological service is 
available and causes the appropriate service to be per- 
formed. The results of the service are then sent to the 

/5 application through the meter interface 52. 

[0022] The software meter interface 52 allows the 
meter to access the smart card's programmability, appli- 
cations, and resources while still allowing the meter to 
carry out its metrological functions independently of the 

20 smart card. The meter is able to operate normally with 
or without the smart card, and the smart card's pro- 
grammability and functionality become available to the 
meter only when the smart card is inserted, installed, or 
otherwise connected to the meter This arrangement 

25 has the advantage in that any functionality introduced 
into the meter by the applications can be easily proven 
(type tested) to not affect the accuracy of the metrologi- 
cal functions of the meter, thereby not compromising the 
meter's certification. 

30 [0023] Similarly, the ability of the smart card to 
download and rim applications independent of the 
meter is not affected. The applications could also be 
pre-loaded on the smart card prior to insertion or instal- 
lation in the meter. 

35 [0024] In yet another embodiment, referring to Fig. 
6, a smart card operating system 60. for, for example, a 
Java programmable smart card, may have various met- 
rological functions built-in to the operating system 60. 
For example, if one or more metrology related mathe- 

40 matical calculations (e.g., average daily use) are 
repeatedly performed by one or more Java applications, 
the calculations may be incorporated into the smart 
card operating system 60. as native functions of the 
operating system 60. The functions may then be availa- 

45 ble to all Java applications and may be run directly from 
the operating system 60 instead of in the Java applica- 
tion which requires a Java Virtual Machine to interpret 
the application. This arrangement has the advantage of 
being much faster because the functions are executed 

so rather than interpreted. Also, the functions may require 
less storage space as a part of the operating system 60 
compared to a Java application, although the size of the 
operating system 60 may increase. In an alternative 
embodiment, the functions could be implemented as a 
55 part of a Java class library 64 which may then be made 
available to all applications. 

[0025] It is to be understood that the embodiments 
described herein are illustrative only, and that other 
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embodiments may be derived by one of ordinary skill in 
the art without departing from the scope of the inven- 
tion. For example, referring to Fig. 2, the control circuit 
26, metrology unit 28, I/O unit 30. display unit 32. sen- 
sors 34, and smart card interface 36 may all be com- 5 
bined into a single integrated circuit device, or an 
otherwise smaller or larger number of integrated circuit 
devices. 

Claims 10 

1. A metrology device (22), comprising: 

a metrology unit (28); 

a control circuit (26) connected to the metrol- 15 
ogy unit (28): and 

a smart card interface (36) connected to the 
control circuit (26), wherein the control circuit 
(26) is configured to communicate with a Java 
programmable smart card (24) through the 20 
interface (36). 

2. The device of claim 1 . wherein the smart card inter- 
face (36) is ISO 7816 compliant. 

25 



30 



3. A device according to claim 1, wherein the smart 
card interface (36) enables full-duplex communica- 
tion between the smart card (24) and the control cir- 
cuit (26). 

4. A device according to any of the preceding claims, 
wherein the control circuit (26) initiates communica- 
tion with the smart card (24). 

5. A device according to any of the preceding claims, " 35 
wherein the control circuit (26) is configured to send ' 
commands to the smart card (24). 

6. A device according to any of the preceding claims, 
wherein the control circuit' (26) is configured to exe- * *o 
cute commands from the smart card (24). 

7. A device according to any of the preceding claims, 
wherein the control circuit (26) is configured' to - • 
select an application to' be run on the smart card 45 
(24). 

8. A metrology system, comprising: 14. 

a programmable smart card (24); and a metrol- so ' 
ogy device (22) connected to the smart card 
(24) and configured to communicate with the 
smart card (24) and wherein the metrology 
device (22) comprises: 

a metrology unit (28), 55 
a control circuit (26) connected to the metrol- 
ogy unit (28); and 

a smart card interface (36) connected to the 



control circuit (26) and 

further comprising a metrology device housing 
(38), wherein the smart card (24) is housed 
within the housing (38). 

9. A system according to claim 8, wherein the smart 
card (24) is a Java programmable smart card. 

10. A programmable smart card, comprising: 

a storage unit (44) configured to persistently 
store a program to be run on the smart card 
(24); a memory unit (46) configured to tempo- 
rarity store a program to be run on the smart 
card (24); and a microcontroller unit (42) con- 
nected to the storage unit (44) and memory 
unit (46) and configured to selectively execute 
a metrology related function as a native func- 
tion. 

11. A programmable smart card, comprising: 

a storage unit (44) configured to persistently 
store a program to be run on the smart card 
(24); a memory unit (46) configured to tempo- 
rarily store a program to be run on the smart 
card (24); and a microcontroller unit (42) con- 
nected to the storage unit (42) wherein the 
microcontroller unit retrieves the metrology 
• related function from a library of available func- 
tions. 

12. A smart card according to any one of claims 10 or 
1 1 , wherein the' smart card (24) is a Java program- 
mable smart card. 

13. A method of operating a metrology device with a 
• • smart card (24)*, comprising: 

*. initiating communication with the smart card 
(24); 

selecting an application. to be run on the smart 
card (24); and 

- ' sending -a command to the smart card (24) 

and/or 

receiving a command from the smart card (24). 



The method of claim 13, wherein the selected appli- 
cation runs on the smart card independently of the 
metrology device. 
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